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DETAILED ACTION 



Response to Amendment 



This office action is in response to amendment filed on 5/14/04 (Paper No. 10). Original 
application contained Claims 1-51. Applicant added Claims 52-54, cancelled Claims 3-4, 32, and 
42, and amended Claims 25-27, 31, 33, 35, 37, 41, and 44-47. Applicants also have made the 
appropriate adjustment to specification to overcome claim objection as identified in previous 
office action (Paper No. 6). The amendment filed on 5/14/04 have been entered and made of 
record. Therefore, presently pending claims are 1-2, 5-31, 33-41, and 43-54. 



Applicant's arguments filed 5/14/04 have been fully considered and are found persuasive. The 
delay in citation of the newly discovered prior art is regretted. 



The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



Claims 2, 5, and 6 are rejected under 35 U.S. C. 103(a) as being unpatentable over 
Feinleib (6,272,532 81) 

In reference to claim 2, a secure system for communicating with devices, comprising: an 
email server having at least one file and at least one initialized device configured to retrieve the 



Response to Arguments 



Claim Rejections - 35 USC §103 



file from the email server (column 2 lines 62-64). The message is retrieved from the file server 
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therefore the email server contains at least one file. File is retrieved in response to a polling of 
the email server by the at least one initialized device (column 4 hnes 26-37). The messages are 
periodic. 

However, Feinleib the email server disclosed by Feinleib is not a remote server. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use a remote central server. One of ordinary skill in the art would have been 
motivated to do this because placing the email server in a remote location provides the coverage 
of a larger number of systems by the same server thereby reducing costs.. 

In reference to claim 5, wherein the at least one file includes configuration data (column 
4 hnes 11-17). 

In reference to claim 6, wherein the at least one initialized device is further configured to 
reconfigure system parameters of the at least one device according to the configuration data 
(column 4 lines 11-17). 

Claims 7-19, 23, and 25-30 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Feinleib as applied to claim 2 above, and fiarther in view of Frailong et al (6,230,194 Bl). 

In reference to claim 7, Feinleib does not disclose wherein the at least one initialized 
device is a gateway server. 

Frailong discloses a system wherein the at least one initialized device is a gateway server 
(column 5 lines 41-45). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use a gateway as in the system of Frailong in the system of Feinleib. One of 
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ordinary skill in the art would have been motivated to do this because it would simplify the 
configuration of device for connection to a network. 

In reference to claim 8, Feinleib does not disclose a local area network (LAN) connected 
to the gateway server. 

Frailong discloses a local area network (LAN) connected to the gateway server (column 6 
lines 50-54 and column 4 lines 58-67). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use a gateway as in the system of Frailong in the system of Feinleib. One of 
ordinary skill in the art would have been motivated to do this because it would simplify the 
configuration of device for connection to a network. 

In reference to claim 9, wherein the system parameters include host configuration 
(column 2 lines 59-62). 

In reference to claim 10, Feinleib does not disclose a system wherein the system 
parameters include device setup configuration. 

However Frailong discloses a system wherein the system parameters include device setup 
configuration (column 2 lines 50-52). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to include device setup configuration as in the system of Frailong in the system of 
Feinleib. One of ordinary skill in the art would have been motivated to do this because it would 
simplify the configuration of device for connection to a network. 

In reference to claim 11, Feinleib does not disclose a system wherein the system 
parameters include domain name system (DNS) management configuration 
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However Frailong discloses a system wherein the system parameters include domain 
name system (DNS) management configuration (column 10 lines 28-31). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to include the domain name system configuration as in the system of Frailong in 
the system of Feinleib. One of ordinary skill in the art would have been motivated to do this 
because it would simplify the configuration of device for connection to a network. 

In reference to claim 12-19, Feinleib does not disclose a system wherein the system 
parameters include configuration of firewall object, firewall rule, firewall status, email setup, 
user setup, group setup, file share device operating statistics configuration. 

Frainlong discloses a system wherein the system parameters include configuration of 
firewall object, firewall rule, firewall status, email setup, user setup, group setup, file share 
device operating statistics configuration (column 5 lines 29-32). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to include configuration of firewall object, firewall rule, firewall status, email 
setup, user setup, group setup, file share device operating statistics configurationas in the system 
of Frailong in the system of Feinleib. One of ordinary skill in the art would have been motivated 
to do this because it would simplify the configuration of device for connection to a network. 

In reference to claim 23, Feinleib does not disclose a system wherein the at least one 
initialized device is a networked device or gateway server. 

However Frailong discloses a system wherein the at least one initialized device is a 
networked device or gateway server (column 14 lines 63-65). 
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At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to initialize at least one device or gateway server in the system of Frailong in the 
system of Feinleib. One of ordinary skill in the art would have been motivated to do this because 
it would simplify the configuration of device for connection to a network. 

In reference to claim 25 and 26, wherein the polling of the central server is done on a 
predetermined, random or requested schedule or periodically (column 4 lines 26-37), 

In reference to claim 27, Feinleib does not disclose a system further comprising an 
administration machine configured to create the at least one file and securely transmit the at least 
one file to the central server. 

However Frailong discloses a system further conq^rising an administration machine 
configured to create the at least one file and securely transmit the at least one file to the central 
server (column 2 lines 59-62 and column 4 lines 11-17) 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to configure the system administration machine to create the at least one file in the 
system of Frailong in the system of Feinleib. One of ordinary skill in the art would have been 
motivated to do this because it would simpUfy the configuration of device for connection to a 
network. 

In reference to claim 28, Feinleib does not disclose a system further comprising a local 
area network (LAN), WAN, Internet or modem connected to the administration machine. 

However Frailong discloses a system further comprising a local area network (LAN), 
WAN, Internet or modem connected to the administration machine (Fig. 2 column 12 lines 26- 
29). 
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At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to connect the system to a LAN, WAN, Intemet or modem in the system of 
Frailong in the system of Feinleib. One of ordinary skill in the art would have been motivated to 
do this because the size of the network depends on the users needs. 

In reference to claim 29, Feinleib does not disclose an administration machine further 
comprising a firewall. 

Frailong discloses a system wherein the administration machine further comprises: a 
firewall configured to prevent unauthorized access to the administration machine (column 18 
lines 25-28); a network interface configured to interface the administration machine with a 
network (Fig 2 connects to intemet in combination with column 12 lines 26-29); an input device 
configured to receive user instructions to edit at least one file; a storage device configured to 
store the at least one file (column 12 lines 9-13); and a processor configured to retrieve the at 
least one file from the storage device and encrypt the at least one file, the processor further 
configured to transmit the encrypted file (column 15 lines 6-15). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to connect a firewall as in the system of Frailong in the system of Feinleib. One of 
ordinary skill in the art would have been motivated to do this because it would protect the inner 
part of the network. 

In reference to claim 30, Feinleib does not disclose a system wherein the administration 
machine further comprises a remote configuration. 
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Frailong discloses a system wherein the administration machine further comprises a 
remote configuration port configured to receive at least one file from a workstation on the local 
area network (LAN) (column 12 lines 48-52). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to include a system wherein the administration machine further comprises a 
remote configuration as in the system of Frailong in the system of Feinleib. One of ordinary skill 
in the art would have been motivated to do this because this would simplify the connection to the 
network. 

Claims 20-22 are rejected under 35 U.S. C. 103(a) as being unpatentable over Feinleib 
and Frailong as applied to claim 2 above, and further in view of Smith et al (6,532,543 Bl). 

In reference to claim 20, Feinleib and Frailong do not disclose a system wherein the 
configuration data is an encrypted file. 

Smith discloses a system wherein the configuration data is an encrypted file (column 22 
lines 24-28), 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to encrypt the configuration file as in the system of Smith in the system of 
Feinleib. One of ordinary skill in the art would have been motivated to do this because it would 
increase the security of transmitting the file from the remote server to the target device therefore 
securing the configuration process. 

In reference to claim 21, Feinleib and Frailong do not disclose a system wherein the at 
least one initialized device is further configured to decrypt and authenticate the encrypted file. 



> 
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Smith discloses a system wherein the at least one initialized device is further configured 
to decrypt and authenticate the encrypted file (column 22 lines 29-32). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to configure a device to decrypt the file as in the system of Smith in the system of 
Feinleib. One of ordinary skill in the art would have been motivated to do this because 
decrypting the file would allow the device to gain access to the configuration. 

In reference to claim 22, Feinleib and Frailong do not disclose a system wherein the at 
least one initialized device further comprises: a network interface configured to receive the 
encrypted file; a storage device configured to store the encrypted file; and a processor configured 
to retrieve the encrypted file fi:-om the storage device and decrypt the encrypted file to produce 
decrypted configuration data. 

Smith discloses a system wherein the at least one initialized device further conoprises: a 
network interface configured to receive the encrypted file; a storage device configured to store 
the encrypted file; and a processor configured to retrieve the encrypted file from the storage 
device and decrypt the encrypted file to produce decrypted configuration data(column 22 lines 
29-32). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to configure a device to decrypt the file as in the system of Smith in the system of 
Feinleib. One of ordinary skill in the art would have been motivated to do this because 
decrypting the file would allow the device to gain access to the configuration. 
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Claims 31, 33-39, 40-41, 43-51 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Smith in view of Feinleib. 

In reference to claims 31 and 41, Smith discloses a method for securely configuring 
remote networked devices, comprising the steps of: 

creating a configuration database (column 17 lines 34-38); 

encrypting data from the configuration database to produce an encrypted file (column 22 
lines 24-28); 

transmitting the encrypted file to a remote device (column 22 lines 24-26). 

However Sniith does not dislcose storing the configuration files on a remote email server 
and retrieving the configuration data from the remote email server reconfiguring a network 
device according to the configuration data in response to the retrieving step. 

Feinleib disclose a method of storing the file on the remote email server and retrieving 
configuration data from the remote email server (column 2 lines 62-64); finally reconfiguring a 
network device according to the configuration data in response to the retrieving step (column 4 
lines 11-17). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to store the configuration file on a remote email server and retrieve the 
configuration data from the remote email server as in Feinleib in the system of Smith. One of 
ordinary skill in the art would have been motivated to do this because email is a widespread 
mode of communication; as a result it is a simple and efficient way to ensure that all devcie 
receive the new configuration. 
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In reference to claims 33 and 45, Smith does not dislcose polling a central server (column 
16 lines 36-46). 

Feinleib discloses periodic messages (column 4 lines 26-37) which perform the function 
of polling 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to poll the server as in the system of Feinleib in the system of Smith. One of 
ordinary skill in the art would have been motivated to do this because it would allow the target 
device to have up to date configurations. 

In reference to claims 34 and 43, further comprising the step of notifying an 
administration machine in response to the reconfiguring step (column 22 lines 1-9). 

In reference to claims 35 and 44, further comprising the step of decrypting the encrypted 
file to produce decrypted configuration data (column 22 lines 29-32). 

In reference to claim 36, wherein the reconfiguring step is further in response to the 
decrypting step (column 22 lines 29-45). 

In reference to claim 37, Smith does not dislcose a system wherein the retrieving step is 
responsive to a polling of a central server 

Feinleib discloses a system wherein the email message is retrieved periodically form the 
email server (column 2 lines 62-64 and column 4 lines 26-3 1). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to poll the server and then as in the system of Feinleib in the system of Smith. 
One of ordinary skill in the art would have been motivated to do this because it would allow the 
target device to have up to date configurations. 



Application/Control Number: 09/702,483 Page 12 

Art Unit: 2135 

In reference to claim 38, 39, 46 and 47, Smith does not disclose a system wherein the 
polling is done on a predetermined schedule or periodically. 

Feinleib discloses a system wherein the email message is retrieved periodically form the 
email server (colunrm 2 lines 62-64 and column 4 lines 26-3 1). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to poll the server and then as in the system of Feinleib in the system of Smith. 
One of ordinary skill in the art would have been motivated to do this because it would allow the 
target device to have up to date configurations. 

In reference to claims 40 and 51, wherein the networked device is a gateway server (Fig. 

6B). 

In reference to claims 48-50, Smith does not dislcose as system wherein the retrieving 
step is responsive to the polling step. 

Feinleib discloses a system wherein the email message is retrieved periodically form the 
email server (column 2 lines 62-64 and column 4 lines 26-31). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to poll the server and then as in the system of Feinleib in the system of Smith. 
One of ordinary skill in the art would have been motivated to do this because it would allow the 
target device to have up to date configurations. 

Claim 1 is rejected under 35 U.S.C. 103(a) as being unpatentable over Frailong in view 
of Smith, 
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In reference to claim 1, Frailong suggests a secure system for configuring remote 
networked devices and gateway servers, conprising: an administration machine comprising a 
device configured to create, update and maintain a collection of configuration data, the 
administration machine further comprising a storage device configured to store the configuration 
data, the administration machine ftxrther conprising a process to retrieve the configuration data 
from the storage device, compress, the administration machine further comprising a network 
interface configured to interface with a network and transmit the file (column 5 lines 15-32); a 
remote email server configured to receive the encrypted file fi-om the administration machine and 
store the (part 204 Fig. 2, column 5 lines 45-51) file; and a gateway server configured to retrieve 
the file fi-om the email server, the gateway server comprising a network interface configured to 
receive the file, the gateway server further comprising a storage device to store the file, the 
gateway server further comprising a process to retrieve the file from the storage device and 
reconfigure the gateway server according to the configuration data (column 5 lines 58 to column 
6 line 18 in combination with column 18 lines 25-28). 

However Frailong does not disclose the encryption of the configuration file and therefore 
does not disclose the decrypting of the encrypted file to produce the decrypted configuration 
data. 

Smith discloses encrypting the configuration file (column 22 lines 24-28) and decrypt the 
encrypted file to produce decrypted configuration data and reconfigure the gateway server 
according to the configuration data (column 22 lines 29-32). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to encrypt the configuration files as in Smith in the system of Frailong. One of 



Application/Control Number: 09/702,483 Page 14 

Art Unit: 2135 

ordinary skill in the art would have been motivated to do this because it ensure the security of the 
remote configuration process. 

Claim 24 is rejected under 35 U.S.C. 103(a) as being unpatentable over Frailong as 
appUed to claim 2 above, and further in view of Walker et al (6,1 10,041). 

Frailong does not expressly disclose the initialized device being an automatic teller 
machine. 

Walker discloses the initialized device being and automatic teller machine (column 2 
lines 36-41 in combination with column 9 lines 26-35) 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use a central server to configure automatic teller machines. One of ordinary 
skill in the art would have been motivated to do this because it would eliminate the need for 
users or operators to manually enter information during each and every session to configure the 
terminal (column 9 lines 33-35). 

Conclusion 

Any inquiry concerning this communication or earlier communications fi-om the 
examiner should be directed to Paula W Klimach whose telephone number is (703) 305-8421. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (703) 305-4393. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Pubhc PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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